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DETAILED ACTION 

1. This action is responsive to application filed on Sep. 18, 2000. Claims 1-43 are 
pending examination. 

Drawings 

2. The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(4) 
because reference characters "814" and "816" have both been used to designate server 
and reference characters 820-832 have been used to designate disk array. 

A proposed drawing correction or corrected drawings are required in reply to the 
Office action to avoid abandonment of the application. The objection to the drawings 
will not be held in abeyance. 

Specification 

3. The lengthy specification has not been checked to the extent necessary to 
determine the presence of all possible minor errors. Applicant's cooperation is 
requested in correcting any errors of which applicant may become aware in the 
specification. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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4. Claims 1-4, 7-9, 11,12, 17-22, 24, 32 and 39 are rejected under 35 

U.S.C. 102(e) as being anticipated by Shrivastava et al., U.S. Patent No. 6,606,643 

(referred to hereafter as Shrivastava). 

As to claim 1 , Shrivastava teaches a method of mirroring data in a computer 
network, comprising the steps of: 

establishing at least one connection between a local storage server and a 
mirror storage server (see col. 7 lines 9-16 and col. 7 lines 63-col. 8 lines 1 1 . col. 5 
lines 23-33); 

receiving a primary storage request from a network host at the local 
storage server (see col. 7 lines 9-16 and col. 7 lines 63-col. 8 lines 1 1 ); 

sending a mirror storage request across the established at least one 
connection from the local storage server to the mirror storage server, wherein the mirror 
storage request corresponds to the received primary storage request (see col. 7 lines 
9-16 and col. 7 lines 63-col. 8 lines 11); 

processing the mirror storage request at the mirror storage server (see 
col. 7 lines 30-40); 

sending a first heartbeat signal from the local storage server to the mirror 
storage server (see col. 5 lines 36-56); and 

sending, a second heartbeat signal from, the mirror storage server to the 
local storage sever (see col. 5 lines 36-56). 

As to claim 2, Shrivastava teaches the method of claim 1 further comprising the 
steps of: 
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detecting an interruption in the second heartbeat signal at the local 
storage server (see col. 6 lines 18-32); 

closing the established at least one connection; and queuing mirror 
storage requests that result from primary storage requests that are received during the 
detected interruption (see col. 6 lines 18-32). 

As to claim 3, Shrivastava teaches the method of claim 2 t further comprising the 
steps of: 

receiving the-second heartbeat signal at the local storage server after the 
detected interruption of the second heartbeat signal (see col. 7 lines 23-32); and 

re-establishing the closed at least one connection between the local 
storage server and the mirror storage server (see col. 7 lines 23-32). 

As to claim 4, Shrivastava teaches the method of claim 3, wherein said mirror 
storage request sending step comprises the step of: 

sending the queued mirror storage requests across the re-established at 
least one connection after said re-establishing step (see col. 6 lines 18-32 and col. 7 
lines 23-32). 

As to claim 7, Shrivastava teaches the method of claim 1 wherein said 
processing step comprises the step of: 

storing data of the received mirror storage request in a mirror storage 
device corresponding to a primary storage device (see col. 8 lines 48-col. 9 lines 18). 

As to claim 8, Shrivastava teaches the method of claim 7, further comprising the 
step of: 
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sending a response across the established at least one connection from 
the mirror storage server to the local storage server, wherein the response indicates 
whether said storing data step was successful (see col. 9 lines 50-60). 

As to claim 9, Shrivastava teaches the method of claim 5, wherein said 
establishing step comprises the steps of: 

establishing n connections between the local storage server and the 
mirror storage server, wherein each of the n connections is between one. of n worker 
threads in the local storage server and one of n connection threads in the mirror 
storage server, wherein n >= 1 (see col. 8 lines 48-col. 9 lines 18); 

storing a local connection array of n elements on the local storage server, 
wherein each element of the local connection array corresponds to one of the n local 
worker thread that operates on the local storage server (see col. 8 lines 48-col. 9 lines 
18); and 

storing a mirror connection array of n elements on the mirror storage 
server, wherein each element of the mirror connection array corresponds to one of the 
n connection threads on the mirror storage server (see col. 8 lines 48-col. 9 lines 18). 

As to claim 1 1 , Shrivastava teaches the method of claim 10, wherein said 
establishing step further comprises the step of: 

establishing each of the n connections according to the socket parameter 
stored in the corresponding one of the n elements of the stored local connection array 
(see col. 8 lines 48-col. 9 lines 18). 
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As to claim 12, Shrivastava teaches the method of claim 1 1, further comprising 
the steps of: 

establishing a mirror heartbeat sender thread and a mirror heartbeat 
receiver thread in the mirror storage server (see col. 5 lines 36-56); and 

establishing a local heartbeat sender thread and a local heartbeat 
receiver thread in the local storage server (see col. 5 lines 36-56). 

As to claim 17, Shrivastava teaches the method of claim 16, further comprising 
the steps of 

receiving a first message on the first heartbeat signal after an interruption 
of the first heartbeat signal (see col. 7 lines 23-32); and 

re-establishing the n connections between the local storage server and 
the corresponding connection threads on the mirror storage server (see col. 7 lines 
23-32). 

As to claim 18, Shrivastava teaches the method of claim 17 wherein said second 
heartbeat signal receiving step comprises the step of: 

receiving a first message on the second heartbeat signal after an 
interruption of the second heartbeat signal (see col. 7 lines 23-32). 

As to claim 19, Shrivastava teaches the method of claim 1, wherein the local 
storage server is operating in an asynchronous mirror mode, further comprising the 
steps of: 

processing the primary storage request (see col. 9 lines 20-61 ), and 
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sending the results of the processed primary storage request to the 
network host (see col. 9 lines 20-61 ). 

As to claim 20, Shrivastava teaches the method of claim 1, wherein the local 
storage server is operating in a synchronous mirror mode, further comprising the steps 
of: 

processing the primary storage request (see col. 9 lines 20-61); 

waiting for a response corresponding to the sent mirror storage request 
from the mirror storage server (see col. 9 lines 20-61 ); and 

sending the results of the processed primary storage request to the 
network host after the response is received from the mirror storage server (see col. 9 
lines 20-61). 

As to claim 21 , Shrivastava teaches the method of claim 1 , further comprising the 
step of: 

determining whether a LUN related to the received primary storage 
request is designated to be mirrored (see abstract lines 1-8). 

As to claim 22, Shrivastava teaches the method of claim 1, wherein the 
established at least one connection is a TCP connection (see col. 1 lines 20-30). 

As to claim 24, Shrivastava teaches a method of bi-directional mirroring of data 
in computer networks, comprising the steps of: 

establishing a first connection between a local storage server and a 
remote storage server (see col. 7 lines 9-16 and col. 7 lines 63-col. 8 lines 1 1. col. 5 
lines 23-33); 
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establishing a second connection between the local storage server and 
the remote storage server (see col. 7 lines 9-16 and col. 7 lines 63-col. 8 lines 1 1 . col. 
5 lines 23-33): 

receiving a first local storage request from a first network host at the local 
storage server (see col. 7 lines 9-16 and col. 7 lines 63-col. 8 lines 11); 

sending a first local mirror storage request from the local storage server 
across the first connection, wherein the first local mirror storage request corresponds to 
the first received local storage request (see col. 7 lines 9-16 and col. 7 lines 63-col. 8 
lines 11); 

receiving the first local mirror storage request at the remote storage 
server (see col. 8 lines 48-col. 9 lines 18); 

storing data received in the first local mirror storage request in at least 
one remote storage device coupled to the remote storage server (see col. 8 lines 48- 
col. 9 lines 18); 

receiving a first remote storage request from a second network host at the 
remote storage server (see col. 8 lines 48-col. 9 lines 18); 

sending a first remote mirror storage request from the remote storage 
server across the second connection, wherein the first remote mirror storage request 
corresponds to the received first remote storage request (see col. 8 lines 48-col. 9 lines 
18); 

receiving the first remote mirror storage request at the local storage 
server (see col. 8 lines 48-col. 9 lines 18); and 
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storing data received in the first remote mirror storage request in at least 
one local storage device coupled to the local storage server (see col. 8 lines 48-col. 9 
lines 18). 

As to claim 32, Shrivastava teaches a system for mirroring data in a computer 
network, comprising: 

a local storage server that receives a storage request and outputs a mirror 
storage request, wherein said local storage server outputs a first heartbeat signal (see 
col. 7 lines 9-16 and col. 7 lines 63-col. 8 lines 1 1 . col. 5 lines 23-33); and 

a mirror storage server that receives said mirror storage request, wherein 
said mirror storage server processes said mirror storage request, wherein said mirror 
storage server outputs a response corresponding to said mirror storage request to said 
local storage server, wherein said mirror storage server outputs a second heartbeat 
signal and receives said first heartbeat signal (see col. 7 lines 9-16 and col. 7 lines 63- 
col. 8 lines 11. col. 5 lines 23-33, col. 7 lines 9-16 and col. 7 lines 63-col. 8 lines 11); 

wherein said local storage server receives said second heartbeat signal 
(see col. 7 lines 9-16 and col. 7 lines 63-col. 8 lines 11). 

As to claim 39, Shrivastava teaches a computer program product comprising a 
computer useable medium having computer program logic recorded thereon for 
enabling at least one processor to mirror data in a computer network, said computer 
program logic comprising: 
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means for enabling the processor to establish at least one connection 
between a local storage server and a mirror storage server (see col. 7 lines 9-16 and 
col. 7 lines 63-col. 8 lines 1 1 . col. 5 lines 23-33); 

means for enabling the processor to receive a primary storage request 
from a network host at the local storage server (see col. 7 lines 9-16 and col. 7 lines 63- 
col. 8 lines 1 1 . col. 5 lines 23-33); 

means for enabling the processor to send a mirror storage request across 
the established at least one connection from the local storage server to the mirror 
storage server, wherein the mirror storage request corresponds to the received primary 
storage request (see col. 7 lines 9-16 and col. 7 lines 63-col. 8 lines 11. col. 5 lines 23- 
33); 

means for enabling the processor to send a first heartbeat signal from the 
local storage server to the mirror storage server (see col. 7 lines 9-16 and col. 7 lines 
63-col. 8 lines 11); and 

means for enabling the processor to send a second heartbeat signal from 
the mirror storage server to the local storage server (see col. 7 lines 9-16 and col. 7 
lines 63-col. 8 lines 11). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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5. Claims 5, 6, 10 and 13-16 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Shrivastava in view of Emens et al., U.S. Patent No. 6,606,643 
(referred to hereafter as Emens). 

As to claim 5, Shrivastava teaches mirror storage request sending step 
comprises the step of sending the queued mirror storage requests across the 
re-established at least one connection after said re-establishing step (see the rejection 
of claim 4). 

Shrivastava does not explicitly teach the limitation "detecting an interruption in 
the second heartbeat signal at the local storage server that has a duration longer than 
a first predetermined amount of time". However Emens teaches a method for 
automatically selecting a mirror server and detects an interruption in the second 
heartbeat signal at the local storage server that has a duration longer than a first 
predetermined amount of time (see col. 9 lines 33-45). 

It would have been obvious for one of the ordinary skill in the art at the time of 
the invention to modify Shrivastava by implementing the step of detecting an 
interruption of a signal through a duration longer than a predetermined amount of time 
as taught by Emens because doing so would allow the user to terminate and re- 
establish communications which would result in faster communication in case the 
mirror server becomes off-line there is a failure in communication. 

As to claim 6, Shrivastava teaches the method of claim 3, wherein said 
re-establishing step comprises the steps of: 
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re-establishing the closed at least one connection between the local storage 
server and the mirror storage server only if no interruptions in the second heartbeat 
signal are detected during said monitoring step (see col. 7 lines 23-32) and Emens 
teaches monitoring the second heartbeat signal for a probationary interval of time (see 
col. 9 lines 33-45). 

As to claim 10, Emens teaches the method of claim 9, wherein said local 
connection array storing step comprises the step of 

storing a local connection array of n elements wherein each element 
comprises a socket and a timestamp (see col. 3 lines 38-65 and col. 9 lines 32-67): 
and 

wherein said mirror connection array storing step comprises the step of: 
storing a mirror connection array of n elements, wherein each element 
comprises a socket parameter and a timestamp parameter (see col. 3 lines 38-65 and 
col. 9 lines 32-67). 

As to claim 13, Emens teaches the method of claim 12, wherein the first 
heartbeat signal sending step and said second heartbeat signal sending step each 
further comprise the step of: 

sending a message at time intervals of a second predetermined amount 
of time (see col. 9 lines 32-45). 

As to claim 14, Emens teaches the method of claim 13, wherein said first 
heartbeat signal sending step further comprises the step of: 
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updating the timestamp parameter of each of the n elements of the mirror 
connection array whenever the message on the first heartbeat signal is received by the 
mirror heartbeat receiver thread; and 

wherein said second heartbeat signal sending step further comprises the 

step of: 

updating the timestamp parameter of each of the n elements of the local 
connection array whenever the message on the second heartbeat signal is received by 
the local heartbeat receiver thread (see col. 9 lines 32-67). 

As to claim 15, Emens teaches the method of claim 14, wherein said detecting 
step further comprises the step of: 

indicating in one of the n elements of the mirror connection array that the 
corresponding one of the established n connections is closed if the timestamp 
parameter of the one of the n elements is older than the first predetermined amount of 
time (see col. 9 lines 32-67). 

As to claim 16, Emens teaches the method of claim 15, wherein said closing 
step comprises the steps of 

timing out one of the n connection threads on the mirror storage server if 
a request on the corresponding one of the established n connections has not arrived in 
a third predetermined amount of time (see col, 9 lines 32-67); and 

closing and exiting the timed out connection thread if the corresponding 
one of the n elements in the min-or connection array is indicated to be closed (see col. 
9 lines 32-67). 
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6. Claims 23 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Shrivastava in view of Emens further in view of Bennett, U.S. Patent No. 6,633,587. 

Shrivastava and Emens teach sending a message at time intervals of a second 
predetermined amount of time. Shrivastava and Emens do not explicitly teach the 
limitation "sending UDP protocol message". However Bennett teaches a method for 
sending and receiving UDP messages between a host and a mirror server (see col. 5 
lines 55-col. 6 lines 19). 

It would have been obvious for one of the ordinary skill in the art at the time of 
the invention to modify Shrivastava by implementing the step of sending UDP 
messages as taught by Bennett because doing so would allow the user to send request 
to host servers more efficiently and in a faster manner. 

7. Claims 25-31 , 33-38 and 40-43 do not teach or define any additional limitation 
over claims 1-24 and therefor are rejected for similar reasons. 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Hussein A El-chanti whose telephone number is 
(703)305-4652. The examiner can normally be reached on Mon-Fri 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on (703)308-7562. The fax phone number for 
the organization where this application or proceeding is assigned is (703) 872-9306. 
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Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703)305- 
3900. 

Hussein El-chanti 



Dec. 12, 2003 



